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An explosion of data – structured 

and increasingly unstructured – that 

has left businesses struggling to 

manage or control the hidden value 

within the data.

Darren Pauling

Managing Director

KPMG Forensic Technology
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Introduction

The term ‘the world’s most valuable resource is 

now data’ is often used. However, what good is a 

resource if it is ignored or too difficult to mine. This 

paper focuses on three interlinked trends that are 

high on the agendas of all leading companies and 

directly related to the principle that data is a 

resource with value but also risk:

A surge of activity in mergers and acquisitions 

as companies seek access to new markets, 

cost-cutting opportunities, increased brand 

penetration and scale to compete.

Increasing regulatory scrutiny, especially when 

it comes to competition.

Your company is increasingly likely to be 

involved in M&A, either as a buyer or 

seller. This can involve a whole company 

or the sale or purchase of an individual 

division. As a potential seller and buyer you 

should be prepared.

In many instances M&A requires the 

separation of data to ensure it sits with the 

right part of the business when the 

transaction is completed. This task is 

becoming a higher priority as boards 

recognise the risks in passing valuable data 

to another company. This has further been 

heightened with the onset of GDPR and 

other regulatory structures such as US and 

Chinese transactions.

Even when a whole company is sold 

outright, regulators are stepping in to order 

parts of the business to be sold off. This is 

prompted by competition concerns or, in 

some cases, keeping information secure 

from foreign powers. Regulators are also 

monitoring data separation more closely 

and imposing tougher conditions as part of 

the sale process. 

Understanding and controlling data is not 

just a defensive measure in M&A. Getting 

it right enables you to unlock hidden value. 

As a seller your business will be less risky, 

easier to understand and more attractive 

to a buyer. As a buyer you can gain 

valuable insight into the business, its 

communication flows and key people to 

ensure a smooth transaction from day one.

These trends will continue, M&A is always 

with us. Data continues to multiply faster 

than ever before. Regulatory involvement 

will continue to grow. Progressive 

companies are increasingly building these 

considerations into their planning. But for 

many the complexity and volume of data 

can be overwhelming. It is necessary to 

recognise the importance and address 

the risk of allowing this data to escape. 

It is on the board’s agenda as part of 

any transaction. Hoping for the best is 

no longer an option.



5 | M&A technology driven

© 2019 KPMG LLP, a UK limited liability partnership and a member firm of the 

KPMG network of independent member firms affiliated with KPMG International 

Cooperative (“KPMG International”), a Swiss entity. All rights reserved.

The costs of 
inaction
It is not acceptable to allow 

intellectual property (IP), 

commercially sensitive 

information (CSI) and 

personally identifiable 

information (PII) related to 

the retained business to 

leak out when selling a 

business. Yet many 

companies are unprepared. 

In our experience, most companies 

are on top of their structured data, 

which includes bespoke financial 

databases and back office systems. 

But many have not kept up with the 

mushrooming of unstructured data 

such as email, company servers, 

SharePoint, Laptops etc.

Getting data wrong comes 

with many risks and getting it 

right leads to opportunities.

Julie-Anne Moors

Senior Manager

KPMG Forensic Technology
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Risks

Competitive disadvantage

If you don’t understand what data you are 

handing over with the sold business there is a 

high chance the buyer will receive your 

commercially sensitive information and 

intellectual property. Information can be 

retrieved but the damage will have been done 

and your board and regulator will be unhappy.

Disrupting the transaction

Regulators will set a timetable for the 

transaction that includes the successful 

transfer of data. Delays or confusion caused by 

badly organised data can delay completion, 

incur the regulator’s displeasure and even 

endanger the transaction. 

A messy separation

A clean divestment leaves the business able 

to operate from day one. This helps to protect 

the seller from litigation or regulatory action 

after completion. 
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Opportunities

Better due diligence

Identifying and addressing risks residing in 

data early in the transaction is hugely valuable 

to the seller’s transaction team, helping them 

negotiate the best price. The buyer’s team 

can get the information they need to act on 

any issues and present a compelling case to 

the board.

Communication flow insight

Transactions usually focus on physical assets 

and financial numbers. But businesses are 

made up of people. We often find groups of 

employees who control important information. 

Using specialist software to map social 

networks can enable the buyer to identify 

important people and make sure they are 

retained after the deal is done.

Understanding data flow

Some of that mound of data your company

has amassed is probably stored against policy, 

against regulations and a danger to your 

business. Getting to grips with surplus data 

using technology early in a transaction –

or before – helps to address these risks, 

reduces storage costs and demonstrates 

immediate savings.



Getting it done: 
people plus technology
The digital revolution may have reduced social interaction but if 

you want to get to grips with a company’s data you have to talk 

to real people. Here’s how we go about it.

Establish collaborative 

working

Deals involve multiple interests (legal 

teams, bankers, top management, 

function leads and business heads), all 

with their own agendas and 

requirements for data. Set up working 

groups to define the objectives and 

establish a clear mandate.

Meet the business 

functions

No one understands a company’s 

operations better than business heads 

and their teams. As well as giving you a 

guide to business activities and where 

their data is stored, they can help you 

navigate the internal processes to get 

things done.

Leaving a legacy

Third parties such as external legal 

advisers, a regulator or a trustee 

monitor work on data in transactions. 

The correct use of technologies enable 

you to create a detailed audit trail and 

book of evidence. Showing due care 

and process resolves negotiations 

quickly and data insight can be used to 

demonstrate value.

Get IT on board

IT can help you get the job done or 

block your path. Talk to them early and 

work together to agree the process. 

Using technology will provide 

reassurance and reduce risk.

Protect the business

Badly handled data remediation can 

disrupt operations and affect the sale 

price as well as the confidence of 

regulators and the board. When 

accessing and handling live data in a 

live business we can work on backups 

or extracts where possible to maintain 

business as usual.
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It is no longer 

acceptable to allow the 

businesses’ IP, 

CSI and personally 

identifiable information, 

in relation to the 

retained business, leak 

outside the perimeter 

through divestment 

activities.

Darren Pauling, 

Managing Director 

KPMG Forensic Technology 

Conclusion

For many transactions, it is

the intellectual property and 

commercially sensitive 

information that represents 

a significant chunk of the 

actual value. 

Putting this at risk or allowing leakage 

fundamentally erodes the value. Knowing 

this, the need to correctly identify IP or CSI 

is key to ensuring the continuation of the 

business with a view to client focus and 

healthy market competitiveness aligned to 

the regulatory focus. 

Only on implementation does the full complexity of such a 

project become apparent. To understand the data landscape 

and ‘book of evidence’ of where the material sits to include the 

originator, the user and the pollination across the global 

landscape requires detailed attention to ensure this material is 

protected appropriately. The business acquiring the CSI and IP 

must ensure that it will be able to operate and manage the 

business with the security of an appropriate split overseen by a 

monitoring trustee. If the divestment is not managed correctly 

the business will potentially heighten the risk for litigation and 

increased cost and disruption to business as usual.

It is no longer acceptable to allow the businesses’ IP, CSI and 

personally identifiable information (PII), in relation to the 

retained business, leak outside the perimeter through 

divestment activities. The risk of competitive advantage being 

gained through the inadvertent transfer of data, and the 

requirement on the buy side to ensure they have the relevant 

information to continue business as usual after completion of 

the transaction are risks that are now being addressed at board 

level. Furthermore, the increase in data analytics and insight 

being extracted from both structured, and more recently, 

unstructured data sources, means that data has become a key 

asset in divestment transactions.

Information governance frameworks for businesses are 

becoming more relevant as they define retention periods, 

classification processes and guiding principles for the lifecycle 

of data. Coupling these principles with technology-driven 

solutions allows the business to manage its data more 

efficiently. Technology solutions allow businesses to automate 

the classification, migration and cleansing processes by 

designing a rules-based approach to data management in M&A 

activities, all of which drive to mitigating risk and increasing 

efficiency during M&A activities.
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