Boardroom Questions
Cyber security – what does it mean for the Board?

Why cyber security risk is an everyday business consideration
Companies are under increasing pressure to adopt and deploy new
technology in order to remain competitive within their markets, with
technology opening opportunities to differentiate customer experience,
reduce operational costs, and increase competitive advantage.
At the same time, investors, governments and regulators are increasingly
challenging Board members to actively demonstrate diligence in this
area. Regulators expect personal information to be protected and
systems to be resilient to both accidents and deliberate attacks.
Organizations cannot afford to be held back by cyber risks. They need to
make bold decisions and feel confident that their cyber strategy, defenses
and recovery capabilities will protect their business and support their
growth strategies

Business pressures – why companies should consider reviewing their cyber strategy

Pressure to find new customers and compete
with existing and disrupting competitors
means many companies are leveraging digital
technology such as Robotics, Artificial
Intelligence, mobility and introducing new
systems exposing the company to data risks

A mutating threat landscape
where an increasing range of
highly professional attackers
are innovating faster than
many businesses can
improve their defenses

Restoring trust and
minimizing reputation
damage is key for many
industries – a data breach
could affect trust,
reputation and share price

Potential impact and possible implications for Boards
Intellectual property losses including
patented and trademarked material, client
lists and commercially sensitive data

Reputational losses causing the market value
to decline; loss of goodwill and confidence by
customers and suppliers

Penalties, which may be legal or
regulatory fines for data privacy breaches
and customer and contractual
compensation, for delays

Time, lost due to investigating the losses,
keeping shareholders advised and supporting
regulatory authorities (financial, fiscal and
legal)

Property losses of stock or information
leading to delays or failure to deliver

Administrative resource to correct the impact
such as restoring client confidence,
communications to authorities, replacing
property and restoring the organization to its
previous levels
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Boardroom Questions
Board level awareness of emerging cyber threats and direct involvement in determining the response is critical.
Threat intelligence can help organizations become more proactive, focused and preventative to take control of
cyber risk in a unique and positive way.
1

What are the new cyber security threats and
risks, and how do they affect our organization?

2

Is our organization’s cyber security program ready
to meet the challenges of today’s and tomorrow’s
cyber threat landscape?

5 Does our organization meet all of its obligations for

information assurance and do we fully comply with
General Data Protection Regulation (GDPR)?

6

Is cyber part of the Board’s strategy discussions and
when was the threat last examined by the Board?

3

Do we fully understand our current vulnerabilities
and what processes do we have in place to deal with
cyber threats?

7

How do we move from reacting to anticipating cyber
attacks? Are we being as proactive as we could be in
detecting cyber threats?

4

What key risk indicators should I be reviewing at
the executive management and Board levels to
perform effective risk management in this area?

8

Are our competitors ahead of us? If so, does this give
them an advantage?

?
Questions for senior management
1

How are we demonstrating due diligence,
ownership, and effective management of risk?

2

To what level have we created a security culture
across the organization that empowers and
ensures the right people, skills, culture
and knowledge to enable cyber security?

3

How effective is our approach to achieve
comprehensive and effective risk management of
information throughout the organization and its
delivery and supply partners?

4 Are we prepared for a security event? How do we

prevent or minimize the impact through crisis
management and stakeholder management?

5 What control measures do we have to address

identified risks, and how effective are these to
prevent or minimize the impact of compromise?

6 Do we have a clear understanding of the legal

and regulatory environment within which we
operate? How do we effectively demonstrate our
compliance to our supply chain, customers and
business partners?

What actions could the Board consider?
Build up your organization’s cyber resilience through enhanced governance and risk management practices.
Consider setting up a combined “three lines of defence” structure to better delineate governance over cyber security
operations, security strategy / policy and security audit, and conducting regular cyber crisis exercises to stress-test your
systems and people.
Consider developing a strategy that is more than just security through combining people, privacy, information governance
and business resilience. The questions above will help to identify gaps in your current cyber security strategy.
Consider an in depth review of your organization’s ability to protect its information assets and its preparedness against
cyber-crime. If your Board is concerned about malware lurking in your systems, cyber threat hunting should be prioritized
to ensure unknown threats in your network can first be identified and eradicated.
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