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Issue #3 

We are pleased to share with you some of the latest market insights, news and 
developments on Anti-Money Laundering / Counter Financing of Terrorism 
("AML/CFT") and sanctions. 

Latest News Coverage 

Malaysia 

BNM Published Exposure Draft on AML/CFT 
Sector 3 (Supplementary Document No. 2) 
on Implementing e-KYC 

Bank Negara Malaysia ("BNM") has issued an exposure draft on electronic 
Know Your Customer ("e-KYC") to allow money services business ("MSB") 
to establish non-face-to-face relationships and is inviting feedback and 
comments on the exposure draft until 8 September 2019.  
More here and here 

Malaysia 

Virtual Banking is Happening Now - BNM 
Governor 

The digital bank licensing framework is going to be finalized and issued by 
year end, but the concept is very much well received. This is supported by 
an increase in mobile banking transactions, with 2018 seeing a record of 
transaction valued at RM100.1 billion. To date, more than 10 parties have 
expressed interest in setting up virtual banks in Malaysia. More here  

United States 

Three Chinese Banks Found to be in Violation 
of North Korean Sanctions 
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A United States ("US") judge has found three Chinese banks in contempt for 
non-compliance with North Korean sanctions. The three banks were not 
identified but details in court ruling were aligned with a 2017 civil forfeiture 
action in which three Chinese banks, which were named, were alleged to 
have laundered more than USD 100 million for a North Korean bank.  
More here 

Other News 

United States 

OFAC Issues 
Guideline on 
Implementing an 
Effective Sanctions 
Compliance 
Programme 

United States 

FinCEN Issues 
Guideline and 
Advisory Relating to 
Virtual Currencies 

France 

FATF Issues TF Risk 
Assessment 
Guidance, Global 
Standards for 
Crypto Assets, and 
Three Guidance 
Documents on RBA 

The US Office of 
Foreign Asset Control 
("OFAC") has issued a 
guideline on 
implementing a risk-
based approach to their 
sanctions compliance 
programme. More here 

The US Financial 
Crimes Enforcement 
Network ("FinCEN") has 
issued a guideline on 
the application of its 
AML/CFT regulations 
on virtual currencies, as 
well as an advisory on 
threats posed by the 
misuse of virtual 
currencies. More here 

The Financial Action 
Task Force ("FATF") 
issued several 
guidance documents 
on Customer Due 
Diligence ("CDD"), 
Terrorist Financing 
("TF") risk 
assessment and an 
updated risk guidance 
for risk-based 
approach ("RBA") to 
Virtual Assets and 
Virtual Asset Service 
Providers. More here, 
here, here, here, here 
and here 

Switzerland 

Global Watchdogs 
and Congressional 
Leaders raises Data 
Privacy and ML 
concerns on 
Facebook's Libra 

Singapore 

Singapore Steps Up 
Scrutiny of Shell 
Firms to Combat ML 

Hong Kong 

HKMA Issues Two 
Circulars on Account 
Opening and AML/CFT 
Controls in the SME 
Segment 
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Global watchdogs and 
congressional leaders 
raised their concerns 
on Libra's ability to 
deal with data privacy 
and ML issues, 
judging from the 
nature of business of 
the cryptocurrency / 
digital wallet platform. 
Facebook has 
announced that Libra 
will not be launched 
until regulators are 
satisfied. More here, 
here and here 

The Monetary 
Authority of Singapore 
("MAS") has stated 
that criminals have 
shifted to using 
onshore companies to 
evade detection, 
rather than the known 
common trick of using 
offshore companies 
for ML and tax 
evasion activities. 
MAS has also closed 
accounts of several 
onshore shell 
companies over the 
past year on this 
basis. More here 

The Hong Kong 
Monetary Authority 
("HKMA") issued 
circulars on key 
observations and good 
practices identified 
during a thematic 
review of Authorized 
Institutions' application 
of AML/CFT controls 
when on-boarding Small 
and Medium-sized 
Enterprises ("SME") 
customers. More here 
and here 

Fines and Enforcement Actions 

Malaysia 

35 Bank Accounts 
Frozen, Cash and 
Properties Worth RM4 
Million Seized 

Malaysia 

MGSB Berhad and its 
Four Directors 
Pleaded Guilty to 
Illegal Deposit Taking 
and Money 
Laundering Charges 

United States 

US President 
Announces 'Hard-
Hitting' New 
Sanctions Against 
Iran 

A raiding operation by 
BNM on a network of 
illegal MSB around the 
Klang Valley and 
Penang has resulted in 
cash and properties 
worth RM4 million 
seized and 35 bank 
accounts frozen by 
BNM. The network was 
investigated for 
suspected offences of 
operating without a 
license and engaging in 
ML activities under the 
Anti-Money Laundering, 
Anti-Terrorism 
Financing and Proceeds 
of Unlawful Activities 
Act 2001 
("AMLATFPUAA "). 
More here 

MGSB Berhad 
("MGSB") and its four 
directors pleaded guilty 
to the charges of 
accepting money from 
depositors without a 
valid license and 
involvement of ML 
activities. The company 
and the directors were 
fined a combined 
RM879 million for 
charges under the 
Financial Services Act 
2013 ("FSA") and 
AMLATFPUAA. Further, 
the directors were 
sentenced to 
imprisonment under 
both Acts. More here  

US President Donald 
Trump imposed new 
sanctions against Iran 
in retaliation after the 
downing US drone 
that occurred in 
international airspace 
over the Straits of 
Hormuz in June this 
year. The imposed 
sanctions on Iran act 
as punitive measures 
that will deny Iran's 
Supreme Leader, 
military officials and its 
Foreign Minister 
access to financial 
resources and 
support. More here 
and here 

United States 

Massive International 
Fraud and ML 
Conspiracy Detailed in 

United States 

Ex-Bank Executive 
Whose Firm Hid Drug 

Belgium 

HSBC to Pay Nearly 
USD 334 million to 

ACQ magazine 
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Federal Grand Jury 
Indictment 

Money Faces Industry 
Ban 

end Belgian Criminal 
Probe 

80 defendants charged 
for participating in a 
massive conspiracy to 
steal millions of dollars 
through a variety of 
fraud schemes and 
launder the funds 
through a Los Angeles-
based money 
laundering network. 
More here 

A former Rabobank 
Groep ("RG") executive 
may be barred from the 
US banking industry 
over a regulator's claim 
that he willfully 
concealed information 
about RG's ML 
vulnerabilities. More 
here 

HSBC has agreed to 
pay nearly EUR 300 
million (USD 334 
million) to end a Belgian 
criminal investigation on 
ML and tax fraud case 
related to its subsidiary, 
HSBC Private Bank SA 
(Suisse). The bank was 
reported to offer ways to 
hide cash and evade 
tax to its customers. 
More here, here and 
here 

Qatar 

IFSQ Fined for 
Multiple 
Contraventions of 
AML/CFTR and the 
General Rules 2005 

India 

Indian Central Bank 
Imposes Monetary 
Penalty on Indian 
Bank over non-
compliance with KYC 
requirements 

Georgia 

Georgian Bank's Chair 
and Deputy Resign 
over ML Charges 

International Financial 
Services (Qatar) LLC 
("IFSQ") has been fined 
USD 100,000 due to 
multiple contraventions 
of the AML/CFT Rules 
2010 ("AML/CFTR") 
and the General Rules 
2005 including failing to 
appoint an independent 
person to undertake 
AML/CFT framework 
review and test its 
policies, procedures, 
systems and controls. 
More here 

The HDFC Bank 
Limited was slapped 
with a monetary penalty 
of INR 10 million (USD 
145 thousand) by the 
Reserve Bank of India 
("RBI") due to non-
compliance with RBI-
issued directions on 
Know Your Customer 
("KYC") norms and on 
reporting of frauds. 
More here  

The chairman and 
deputy chairman of 
Georgia's biggest retail 
bank, TBC Bank Group, 
had decided to step 
down from the Board 
with immediate effect, a 
day after prosecutors 
slapped them with ML 
charges. The two were 
charged for laundering 
illegal revenues worth 
over USD 16.75 million. 
More here and here 

Pakistan 

Pakistan Brings TF 
Charges Against Hafiz 
Saeed 

Norway 

Norway FSA fines 
Santander Bank USD 
1 Million for AML 
breach 

New Zealand 

Leading NZ Workplace 
Provider Issued with 
DIA Formal Warning 
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Pakistan is prosecuting 
the founder of Lashkar-
e-Taiba group, Hafiz 
Muhammad Saeed, for 
TF charges for two 
charities he founded 
acting as a front. 
Twenty-three (23) cases 
had been registered 
against the man. More 
here 

The Financial 
Supervisory Authority 
("FSA") of Norway fined 
Spanish bank, 
Santander Consumer 
Bank ("Santander 
Bank"), NOK 9 million 
(USD 1 million) for 
violations of Norway's 
AML law by Santander 
Bank. More here 

The Department of 
Internal Affairs ("DIA") 
has issued a formal 
warning under the 
AML/CFT Act 2009 to 
seven reporting entities 
within the Regus 
Management Limited 
("RML") designated 
business group related 
to Customer and 
Enhanced Due 
Diligence and 
implementation and 
maintaining a risk 
assessment and 
AML/CFT programme. 
More here 

What would you like to read about? 

Email our Head of Forensic for KPMG in Malaysia, Tan Kim Chuan, with your 
suggestions. 

Visit www.kpmg.com.my/forensic/aml for more information. 
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