Technical Security
Assessments
At High Growth Ventures,
we support people with world
changing ideas. Our products,
tools and programs are designed
to help founders achieve
sustained high performance.

Key benefits
	An objective and independent technical
assessment of your technology product
and services. Measure your risk and evaluate
consequences and impact of an attack
on your systems and business operations.
	Discover and guide remediation of cyber risks
before they adversely impact your systems
and data and helping you mitigate potential
financial and reputation damage to your business

Data breaches and cybercrime are at all-time highs with most
businesses facing the inevitability of a cyber-attack. We believe
cyber security should be at the core of every tech process
within your business.
Together with our cyber team, you can take proactive action
to ensure your business is continuously enforcing security
into your product and services and gain an understanding
of where you are most at risk.

Why it’s important?
Our research shows that 68% of CEOs viewed customer
data protection as one of their most important personal
responsibilities. Data breaches bring huge reputational
damage and often have a lasting negative impact
on a business.
KPMG’s Penetration Testing service uncovers technical
security issues, reduces uncertainty in your business,
increases agility and helps to turn risk into your advantage.

	Improved understanding of the effectiveness of the
security controls designed and deployed to protect
your digital product and services and identifying
vulnerabilities that may impact operations.
	Give confidence to founder/business owners,
management, investors and other stakeholders
through validation of security posture of your product.
	Clear recommendations to address identified critical
security issues in your product and business.
	Guidance on the appropriate industry best practice
mitigating controls for your business.
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Our Penetration Testing service is a controlled simulated
Our tailored testing can incorporate black, white or grey
real world assessment that technically evaluate the
box penetration testing across key pillars of:
security posture of your systems, infrastructure and
applications for both on premise or in the cloud. Through
Cloud
Network
this service, we will help you identify and assess the
security
security
technical risks of security vulnerabilities that may will
negatively impact your startup financially and reputationally.
We help you understand the impact of these vulnerabilities
Web and mobile
Mobile
and allow you to prioritize the remediation effort base
application security
security
on a combination of technical and business risk.

Methodology
A methodical approach is taken to identify information, systems and services which may facilitate
a threat agent in executing a successful attack.
Our end to end process (excluding remediation testing) typically can be completed within 2-3 weeks.

Intelligence gathering

Vulnerability analysis

Utilising a variety of techniques we probe and collate
information from various sources to build a detailed
picture of your business and system profile and the
operating environment.

We review relevant web or infrastructure
application or services to identify
weaknesses which can be exploited.

Technical Testing

Report & recommendations

In the event potential weaknesses are identified during
the vulnerability analysis, we attempt to conduct further
technical testing to validate their potential impact.

Our report outlines detailed findings for nonauthorised and authorised user perspective
& a detailed technical summary of remedial,
tactical and strategic recommendations.

Remediation testing
Included in our package is one session of remediation
testing following delivery of our report.
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Pricing
Our Penetration Testing service is tailored to your business needs and requirements with complete packages
starting from $25,000 depending on the complexity and scope of the engagement.

Your team
Gordon Archibald

Robert Tang

Gordon leads KPMG’s national cyber
security practice and has over 15 years’
experience in cyber security global
executive and leadership roles. Gordon
specialises in building enterprise
security governance and strategies,
information risk management and
application security frameworks,
solution designing, building and
deploying managed security services
and security risk assessment,
consulting & policy development.

Robert brings over 15 years’
experience in cyber security
covering a number of domains
and markets across Australia
and Singapore. Robert has
extensive experience in strategic
governance, security architecture,
and technical risk assessment
and security operations.

Chatnura Abeydeera
Chatura is your tier 1 CREST certified
tester with over 14 years hands-on
industry experience in the field of
cyber security. Chatura has worked
with clients across all industries from
State & Federal Government through to
technology, retail, telecommunications
and financial services, specialising
in red teaming and objective based
penetration testing.

For more information contact the High Growth Ventures team
at highgrowthventures@kpmg.com.au
KPMG.com/au/highgrowthventures
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