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ADVANCEMENT IN DATA & ANALYTICS FOR GREATER 
INSIGHTS INTO RISK MANAGEMENT 

Data discovery

Ad-hoc Data Analysis

Cognitive (visualisation, 
pattern recognition of 
historical data)

Algorithmic augmented 
intelligence

What Happened?

Why did it happen?

What will happen?

How do we defend?
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Focus/Mentality Data & Analytics Usage

Presenter
Presentation Notes
Data Discovery – low level of maturity, data everywhere but not easily accessibleAd-hoc Data Analysis – knows how to access data but don’t always look at it or use it to drive business growth or managing risksCognitive – dashboards and reporting are readily available to analyse historical trends, monitoring performance for early detection.Algorithmic augmented intelligence – using advanced analytics including NLP, ML and AI across different context/siloes to exploit opportunities to enhance risk management
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MANAGING RISK VS. BUSINESS GROWTH  

“Whenever you see a successful 
business, someone once made a 
courageous decision.” 
-- Peter Drucker

To grow any business, one has to take calculated risks.
Risk and Reward go hand in hand.

Discipline in data management/usage for business 
growth also applies in managing risks.

The question is how to embrace both and find a 
balance? 

Presenter
Presentation Notes
To grow any business, one has to take calculated risks.Risk and Reward go hand in hand.Discipline in data management/usage for business growth also applies in managing risks.The question is how to embrace both and find a balance? Good data strategy, having the skillsets and capabilities, good data platform, planning, execution,…,etc.
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MANAGING DATA AS AN ASSET

Strong technical 
foundation

Mechanisms to 
govern handling 
of data

Employee 
accountabilities 

Presenter
Presentation Notes
Conceptually, this is what a modern data & analytics platform looks like…. The ability to manage data as an asset depends on supporting elements of:Strong technical foundationMechanisms to govern handling of dataEmployee accountabilities for managing data
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TOWARDS INTEGRATED REPORTING

Strategic 
Objectives

KPI’s

Critical Data 
Elements

Data 
Governance

Presenter
Presentation Notes
Source: KPMG Survey of ASX200 Corporate ReportingA significant shift towards adoption of the principles of integrated reporting has been happening over the last 20 years. The majority of listed organisations, over 75% of the ASX200, have now “cut the clutter’ in their financial reports, and many have also de-cluttered other parts of their annual report. What is your reporting/data strategy to support that shift? Do you have the data strategy/governance required to drive top line corporate strategy via good reporting/KPI’s?



6© 2019 KPMG, an Australian partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved.  
The KPMG name and logo are registered trademarks or trademarks of KPMG International. Liability limited by a scheme approved under Professional Standards Legislation. Document Classification: KPMG Confidential

DATA LED RISK AND AUDIT FUNCTIONS 

WHAT IS DRIVING CHANGE IN 
RISK AND AUDIT FUNCTIONS?

Emergence of 
unique and new 

business 
processes

Pace of change

New non-
traditional 

emerging risks 

Increased 
automation

Customer 
empowerment 

New and 
evolving 

ecosystem

Evolving 
regulatory 
landscape

WHAT DOES IT MEAN FOR THE RISK AND AUDIT PROFESSIONS?

NEWPURPOSE AND FOCUS 

FROM Delivering retrospective assurance 
with a focus on regulatory compliance 
TO delivering value advice as well as 
predictive and technology enabled risk 
and assurance insights  

OPERATING MODEL REDESIGN

Increased and coordinated collaboration 
across risk and assurance functions for 
integrated assurance  

INCREASED OPERATIONAL EFFICIENCY 

Improved efficiency via the automated 
delivery of baseline assurance to enable 
focus on risks / areas that matter the 
most 

DATA AND TECHNOLOGY ENABLED 
TRUST 

Shift in approach with focus on 
enabling customer trust via the data 
and technology led management of 
traditional and non traditional risks

INVESTMENT IN NEW SKILLS 

Up-skilling risk and audit professional in new topics (digital 
transformation; innovation; robotics; AI; ethics) as well as 
on the use of emerging technologies to drive innovation 
within risk and audit

 Innovation and future thinking strategy sessions to rethink the role of risk 
and assurance today vs. tomorrow 

 Launch of risk and audit innovation challenges within the team to 
empower bottom up innovation and change

 Launch of L&D programs for risk and audit professionals focused on new 
skills (innovation, digital transformation, robotics, AI, ethics) to equip 
teams with new fundamental skills and capabilities 

 Piloting new technologies to DO MORE WITH LESS: 
- Process mining to visualise real time process flows and related risks in real 

time 
- Robotics automation of reporting processes 
- OCR, NLP, Voice to Text for the extraction of key themes and insights from 

structured and unstructured data (e.g. complaints; sales communications)
- Sentiment analysis to enable insightful thematic reviews across the 

organisation
- Graph database to visualise complex relationships in data-sets as well as in 

the organisation (trade surveillance; management of data flows)
- Combined use of emerging technologies to enable prescriptive and 

predictive assessments of risks  

CURRENT TRENDS 
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MANAGING ETHICS RISK IN THE USE OF DATA AND AI –
MUST HAVES  

“ETHICS IS BIGGER THAN COMPLIANCE. 
COMPLIANCE IS DOING WHAT YOU ARE REQUIRED TO DO
ETHICS IS WHAT YOU SHOULD DO”

Michael Josephson 

WHAT ARE THE “MUST HAVES” TO DEVELOPING AN 
APPROACH TO MANAGING ETHICS RISKS? 

Clarity of scope of DATA ETHICS vs 
AI ETHICS  and role of risk and 
audit functions in managing these 
risks 

Navigating and understanding 
international standards, 
regulations and principles 

Multidisciplinary approach, new 
skills and the emergence of the 
new CEO (Chief Ethics Officer) 

Decision making guidelines and 
outcome driven approach to 
managing ethics risks

Experience/ use-case driven 
approach to identifying and 
understanding ethics risks 

Computational approaches to 
identifying, understanding and 
benchmarking bias in large data sets 

Presenter
Presentation Notes
Data ethics vs AI ethics Alan Touring's definition: DATA ETHICS – ethical dilemmas associated with collection, storage, disclosure and analysis of data AI ETHICS – ethical dilemmas associated with autonomous decision making (transparency, accountability, fairness, contestability, performance, explainability).In order to develop an effective data and AI ethics risk management approach it is important to understand the ethical risks associated with the data lifecycle and clarify the scope of data ethics (which is broad) and AI ethics (more focused and specific). Additionally risk and audit functions need to define their role in managing these risks and advising the business on how to deal with ethical dilemmas Navigating and understanding international standards One the key challenges is the proliferation of regulations, standards and principles on ethics in data and AI – understanding the current landscape and identifying international best practices is key to developing an effective approach to managing ethics risksMultidisciplinary approach and new skills Addressing data ethics and AI ethics will require the collaboration with different types of mindsets (academics, data scientists, philosophers, professional firms, etc.)Shift of approachThe effective management of data ethics risks will be enabled by the adoption of decision making guidelines more than by rule-based approaches (e.g. checklists)Use-case driven approach Identifying the ethics risks the organisation is exposed to will require mapping the use-cases across the organisation and learn from experience as well as case studies from other industries Computational responseMany academics as well as organisations agree that managing data ethics risks will require a computational response to identify bias in data sets. The recent paper issued by the IIF on recommendations to policy makers in relation to machine learning stresses the importance of benchmarking bias as well as to adopt a risk based approach for each data use case across the organisation.   
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MANAGING ETHICS RISK IN THE USE OF DATA AND AI –
WHAT COULD IT LOOK LIKE?  

“ETHICS IS BIGGER THAN COMPLIANCE. 
COMPLIANCE IS DOING WHAT YOU ARE REQUIRED TO DO
ETHICS IS WHAT YOU SHOULD DO”

Michael Josephson 

WHAT ARE THE “MUST HAVES” TO DEVELOPING AN 
APPROACH TO MANAGING ETHICS RISKS? 

DATA ETHICS OUTCOME TESTING (OPERATIONALISATION) 

DATA ETHICS CANVAS

DATA ETHICS THEMES

DATA ETHICS PRINCIPLES 

ORGANISATIONAL 
PURPOSE AND 

VALUES 
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Organisational purpose and values
and how these translate into the 
data ethics principles

Understand 

Data ethics principles aligned to 
organisational purpose and values

Design 

Define data ethics scope and 
related themes 

Define 

Data ethics risk canvas, including 
data ethics outcomes

Develop

Operationalise Data ethics outcomes testing for  
prioritised areas

TOP DOWN 

BOTTOM UP 
CASE STUDY 

DRIVEN 

Presenter
Presentation Notes
Developing the approach to managing data ethics risks is a step by step approach articulated in 5 phases: understand, design, define, develop and operationalise. 
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SOCIAL AND MORAL RESPONSIBILITIES WHEN MANAGING 
THE RISKS ASSOCIATED  EMERGING TECHNOLOGIES 

IMPACT ON PEOPLE AND 
UNEMPLOYMENT

How do we help people to navigate 
change in the workforce?  What 
happens after the end of jobs?

INEQUALITY
How do we distribute the wealth 
created by machines? How do we 

remove bias? How do we make 
technology available to segments of 

the population that are less data/tech 
savvy?

HUMANITY
How will machines influence our 

behaviours and actions? How do we 
protect the more vulnerable 

customer segments?  

ARTIFICIAL STUPIDITY 
How do we guard against 

mistakes? 

SECURITY
How do we keep machines 

safe ? 

UNINTENDED CONSEQUENCES 
How do we prevent unwanted 

and unexpected outcomes? 

SINGULARITY 
How do we stay in control of a 

complex intelligent system?

ROBOT RIGHTS 
How do we define the human 

treatment of machines?

https://www.weforum.org/agenda/2016/10/top-10-ethical-issues-in-artificial-intelligence/

Presenter
Presentation Notes
UNEMPLOYMENT This is where we come to the question of how we are going to spend our time. Most people still rely on selling their time to have enough income to sustain themselves and their families. We can only hope that this opportunity will enable people to find meaning in non-labour activities, such as caring for their families, engaging with their communities and learning new ways to contribute to human society.If we succeed with the transition, one day we might look back and think that it was barbaric that human beings were required to sell the majority of their waking time just to be able to live.INEQUALITY Our economic system is based on compensation for contribution to the economy, often assessed using an hourly wage. The majority of companies are still dependent on hourly work when it comes to products and services. But by using artificial intelligence, a company can drastically cut down on relying on the human workforce, and this means that revenues will go to fewer people. Consequently, individuals who have ownership in AI-driven companies will make all the money. We are already seeing a widening wealth gap, where start-up founders take home a large portion of the economic surplus they create. In 2014, roughly the same revenues were generated by the three biggest companies in Detroit and the three biggest companies in Silicon Valley ... only in Silicon Valley there were 10 times fewer employees.If we’re truly imagining a post-work society, how do we structure a fair post-labour economy?HUMANITY Even though not many of us are aware of this, we are already witnesses to how machines can trigger the reward centres in the human brain. Just look at click-bait headlines and video games. These headlines are often optimized with A/B testing, a rudimentary form of algorithmic optimization for content to capture our attention. This and other methods are used to make numerous video and mobile games become addictive. Tech addiction is the new frontier of human dependency.On the other hand, maybe we can think of a different use for software, which has already become effective at directing human attention and triggering certain actions. When used right, this could evolve into an opportunity to nudge society towards more beneficial behaviour. However, in the wrong hands it could prove detrimental. ARTIFICIAL STUPIDITY Emerging technologies  can be fooled in ways that humans wouldn't be. For example, random dot patterns can lead a machine to “see” things that aren’t there. If we rely on AI to bring us into a new world of labour, security and efficiency, we need to ensure that the machine performs as planned, and that people can’t overpower it to use it for their own ends.SINGULARITY The reason humans are on top of the food chain is not down to sharp teeth or strong muscles. Human dominance is almost entirely due to our ingenuity and intelligence. We can get the better of bigger, faster, stronger animals because we can create and use tools to control them: both physical tools such as cages and weapons, and cognitive tools like training and conditioning. This poses a serious question about artificial intelligence: will it, one day, have the same advantage over us?UNITENDED CONSEQUENCES we can imagine an advanced AI system as a "genie in a bottle" that can fulfil wishes, but with terrible unforeseen consequences. In the case of a machine, there is unlikely to be malice at play, only a lack of understanding of the full context in which the wish was made. Imagine an AI system that is asked to eradicate cancer in the world. After a lot of computing, it spits out a formula that does, in fact, bring about the end of cancer – by killing everyone on the planet. The computer would have achieved its goal of "no more cancer" very efficiently, but not in the way humans intended it. ROBOT ROBOT RIGHTS Once we consider machines as entities that can perceive, feel and act, it's not a huge leap to ponder their legal status. Should they be treated like animals of comparable intelligence? Will we consider the suffering of "feeling" machines? Some ethical questions are about mitigating suffering, some about risking negative outcomes. While we consider these risks, we should also keep in mind that, on the whole, this technological progress means better lives for everyone. Artificial intelligence has vast potential, and its responsible implementation is up to us.
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LESSONS LEARNT: INSIGHTS AND CASE STUDIES FOR 
AUSTRALIAN AND GLOBAL  ORGANISATIONS 

Collaborating with FinTech companies Managing vulnerable customers 

HSBC integrated Quantexa’s technology into its systems enabling HSBC to 
spot potential money laundering activity though analysing internal, publicly 
available, and transactional data within a customer’s wider network

• Managing consumer vulnerability represents a fundamental operating principle 
and priority for the FCA. 

• The FCA expects firms’ digital journeys to consider and address the needs of 
vulnerable customers in the same way as traditional distribution arrangements.

Complaints handling via the use of voice to text and OCR technology 

Effective risk management strategies using voice to text and OCR technology can 
be adopted to generate actionable insights related to complaint handling, mis-
selling and conducting complaint analysis

Managing the risk of arrears and preventing financial difficulty 

Neobanks like Volt are 100% digital banks using middleware solutions for risk 
management to detect and respond to market changes more quickly than 
seasoned professionals

Presenter
Presentation Notes
1. Financial companies are continuously looking for ways to build on their existing capabilities to detect and prevent financial crime. The platform developed with AI solution provider Quantexa illustrates how firms are deploying RegTech solutions to address the ongoing regulatory focus on financial crime compliance, with the size of financial penalties and the volume of reprimands reaching new highs. 2. Understanding vulnerability is central to how firms make decisions. Consumers in vulnerable circumstances are more susceptible to harm and generally less able to enhance their interests. A key FCA expectation is that firms ensure that their culture focuses staff, products, services and processes on the fair treatment of vulnerable customers and that the outcomes achieved for vulnerable customers “are at least as good as those of other consumers”.The FCA wants firms to place consumers at the heart of its decision making, and managing consumer vulnerability is as relevant to firms as conduct3. The use of automation can speed up both external and internal processes, both of which can improve customer satisfactionThe market provides cross platform front ends, enabling purchase decisions based on available technology such as mobile devices, with a desktop or Smart TV at home. In order for banks to meet consumer demands, they need to keep focusing on improving digital technology that provides agility, scalability and efficiency. Digital enablement like ‘Complaints handling via the use of voice to text and OCR technology’ improve risk effectiveness and efficiency through process automation, decision automation, and digitized monitoring and early warning. Another example is the use of Neobanks that use middleware risk management solutions like advanced analytics (machine learning, artificial intelligence, robotics) to enable decision making using actionable insights.
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CURRENT AUSTRALIAN AND GLOBAL REGULATORY 
LANDSCAPE AND FUTURE EXPECTATIONS

Australia

• Privacy Act 1988 (Revised in Mar 2014) –
OAIC

• Australian Transaction Reports and 
Analysis Centre (AUSTRAC) 

• ASIC,  AFCA, ACCC
• APRA - Revisions to APS 220 Credit Risk 

Management (Planned 2022)

New Zealand

Privacy Bill

China

• Personal Information Security Specification 
(May 2018)

• China Banking and Regulatory Commission 
(CBRC)

Japan

• Financial Services Agency (FSA)
• The Act on the Protection of Personal 

Information 

Russia

Federal Service for Financial 
Monitoring (FSFM)

AML/CTF Regulations

India

Personal data 
protection bill 2018

Argentina

Proposal data protection bill

(MEN-2018-147-APN-PTE)

Chile

Proposal data protection law

Brazil

• General data protection law – LGPD (Planned 2020)

US

• KYC/AML/CFT Regulations
• Consumer Privacy Act - CA, MI, MA, MD, 

New Mexico (Planned 2020)
• Fundamental Review of Trading Book –

FRTB (Planned 2022)

Canada

Digital Privacy Act 
(Nov 2018)

EU

• ePrivacy regulations, GDPR 
MiFID (2018)

• European Market Infrastructure 
Regulation (EMIR)  -
Planned 2010

South Africa

Protection of Personal 
Information Act (POPIA)

The Financial Intelligence 
Centre (FIC)

Uganda

Data Protection and Privacy Act
Uruguay

Law on the Protection 
of Personal Data and 
Habeas data

Nigeria

Data Protection 
regulation 2019

Presenter
Presentation Notes
Almost every day, legislators across the globe are approving new laws, regulations and administrative acts in order to establish controls on the flow of funds and to monitor the transactions.Financial institutions must be at the forefront of the latest technology to ensure security and compliance with government regulations. Keeping up with all this legislation, creating internal procedures and implementing them, composes a real challenge, especially for small companies with mostly operational staff. Given the operational overload, there are cases when compliance matters are postponed, ignored and forgotten and companies continue to make business without being able to keep up with all the requirements of the law.Firms need to be proactive about being ahead of the regulator and start paying attention to the regulatory requirements and use all the possible resources that a company allows to comply with the requirements of the law.Engaging professional advisers in the RegTech sector to ensure ‘healthy’ continuation of your business A digitized risk function also provides better monitoring and control and more effective regulatory compliance
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KEY QUESTIONS DIRECTORS SHOULD ASK CDOs, 
CROs AND CIAs

• Can you trust the management information presented to you?
• How are we shifting from risk mitigation to creating business value with data assets?
• What are the top three business expectations for the data and analytics team?
• How are we deploying technology which is resulting in a leaner, more simplified 

architecture where your systems are talking to each other?
• What are we doing to help the organisation understand its data, processes, systems and 

interaction patterns?
• How are we defining and aligning priorities, while leaving a buffer zone of flexibility for 

new things that come up?
• “Information as an asset” is a popular idea, but a scarcity of asset management standards, 

is unfamiliarity with data monetization and a lack of experience preventing our data and 
analytics leaders from driving value from data?

• Do we know our customers inside out in order to develop a competitive advantage 
against the competition?

• Do we recognise that the definition of data and analytics success is to become an 
enterprise engine of value creation?

• Have you explicitly defined ownership and responsibilities in the business for key pieces of 
information to ensure clear accountability for critical data?

• How can we embed a culture of continuous innovation to remain competitive in a fast-
paced market?

• Do we have a well-defined governance structure which mitigates risk and facilitates 
decision making?

• Are we positioned to meet local and global data policies both now and in the future?
• Is our reference architecture integrated to support a complex network of data flows? 
• Are we rationalising and standardising existing tools and platforms to minimise large 

upfront investments? 

• What are our key business objectives and how can analytics help us get there?
• How can we use Data to innovate the services we provide and track the value that analytics 

generates?
• Are our key stakeholders aligned on the vision and in support of the journey to becoming 

Data-driven?
• How mature are our current capabilities and how can we leverage them for short term 

benefits?
• Who will champion analytics around the boardroom table and drive business change?
• Are our people incentivised and organised in the right way to support our analytics journey?
• Have we developed our prioritisation criteria and model to determine the relative 

importance of requests?
• Are we evolving end-to-end business processes using the Data as we gain from each 

project?
• Are we using data-driven decision making to help overcome traditional ‘gut feel’ and 

cognitive bias?
• Have we designed our processes and model with future demands in mind? 
• Is our information management strategy designed to deliver against our data driven vision 

and business objectives?
• Are we collecting all the relevant internal, external, structured and unstructured 

information available?
• Is our data protected against cyber threats and do we have the right level of security in 

place?
• Is the business collecting and using data ethically and have we created an environment of 

trust? 
• Do we have secure infrastructure, platforms and SaaS either in the cloud or on premise?
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